
How to Run the HL7 Error Log 

1. Log into I-CARE and navigate to the “Reports” tab at the top of the screen: 

 
2. Scroll down to the section titled “Site Reports” and click on HL7 Errors 

 
3. Enter your site name and the date range you would like to review. For this report, you may choose 

to either view all HL7 Warnings and Errors, or you may select any which you would like to view: 
a. For ALL HL7 Warnings & Errors: 

 
b. For any specific HL7 Warnings or Errors you would like to view, first uncheck “All Errors 

and Warnings” and check the box(es) corresponding to the HL7 Error(s) and/or Warning(s) 

https://icare.dph.illinois.gov/icare2/Report/Site/HL7_Errors


you would like to view:

 
4. You may choose to view this report within I-CARE as an HTML Report, view as a PDF, or export as an 

Excel file (CSV): 
a. HTML Report: This report can be sorted using the top row (ex. Sort by DOB 

ascending/descending or Error Description by A-Z or Z-A). You may also click on the 
highlighted Patient Name to view the corresponding I-CARE record or click the “Source HL7 
File” link to view the raw HL7 message sent to I-CARE 

 
b. PDF Report: This report cannot be sorted, but it does contain embedded links to I-CARE 

Patient Record and raw HL7 message 



 
c. CSV Export: This will download the report as an Excel file which does not contain embedded 

links to I-CARE Patient Records and raw HL7 messages. You can use this for more in-depth 
review of HL7 errors by utilizing tools in Excel such as Pivot Tables. 

 

  



HL7 Error Log Review 

 To be reviewed AFTER “How to Run the HL7 Error Log” 

The most important thing for anyone reviewing this report to remember is that Error Type = E means that 
this particular shot was ignored by I-CARE due to a critical Error. Any shots that have an error need to be 
resubmitted to I-CARE; otherwise, they will never make it into I-CARE and will not be on the patient’s 
immunization record.  

CDPH recommends sorting/filtering your HL7 Error Log and always reviewing Errors first (Error Type = E) 

Every Error and Warning has an Error ID: a string of 4 numbers I-CARE uses to identify HL7 Errors and 
Warnings 

After you have separated out any HL7 Errors, review the Error Descriptions for these shots. This will tell 
you the reason why the shot was ignored by I-CARE in plain language.  

The “HL7 Field” row will tell you exactly where in the HL7 message the Error or Warning is located. For 
example, if HL7 Field = RXA^1^9 that means the Error or Warning is located in the first RXA segment in 
the ninth field. This is helpful for determining exactly what the cause of an HL7 Error or Warning is.  

You can view the Error Date/Time; this will tell you exactly when I-CARE encountered the HL7 Error or 
Warning. 

 

Reviewing HL7 Errors 

Any shots with an HL7 Error (Error Type = E) will need to be resubmitted to I-CARE if they have not 
already been. An HL7 Error indicates that a shot was ignored by I-CARE. 

 This guide starts off assuming the individual has already pulled their HL7 Error Log and 
separated out any Errors 
 

1. Pull up the patient record of the individual with an HL7 Error and navigate to the “Import” tab. Find 
the import with the same Date/Time as the Error Date/Time on the HL7 Error Log and click the + to 
see the shot that was entered with an Error: 

 
2. Once you have the name of the shot, navigate to the “Shots” tab. Review the shots to see if the shot 

appears on the patient record: 



 
If the shot DOES appear on the record, no further action is needed. 
 
If the shot DOES NOT appear on the record, the shot will need to be resubmitted to I-CARE either 
manually or via your EHR.  
 
 

 

If you have any questions regarding any HL7 Errors, Warnings, or your HL7 
interface/connection in general, please reach out to CDPH.HL7@cityofchicago.org or 
joseph.king2@cityofchicago.org  
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